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Sirs: 
  
I am a consultant for the Institute of Internal Auditors, teaching seminars on the subject of assessing 
general controls in Information Technology for Sarbanes-Oxley.  I have taught over 25 of these seminars 
in the past two years.  One of the major issues I have tried to help the attendees understand is the impact 
of SEC Ruling 33-8328 on the scope of the Sarbanes-Oxley assessment for Information Technology 
General Controls.  The Ruling states: 
  
"We recognize that our definition of the term "internal control over financial reporting" reflected in the final rules 
encompasses the subset of internal controls addressed in the COSO Report that pertains to financial reporting 
objectives. Our definition does not encompass the elements of the COSO Report definition that relate to 
effectiveness and efficiency of a company's operations and a company's compliance with applicable laws 
and regulations, with the exception of compliance with the applicable laws and regulations directly related to the 
preparation of financial statements." 
  
This position was further strengthened in the SEC’s “Staff Statement on Management’s Report on 
Internal Control Over Financial Reporting” (Section F. Information Technology Issues, Information 
Technology Internal Controls), dated May 16, 2005. 
                                     
“In establishing the scope of its IT assessment, management should apply reasonable judgment and consider 
how the IT systems impact internal control over financial reporting. Because Section 404 is not a one-size-fits-all 
approach to assessing controls, it is not possible for us to provide a list of the exact general IT controls that 
should be included in an assessment for Section 404 purposes. However, the staff does not believe it necessary 
for purposes of Section 404 for management to assess all general IT controls, and especially not those that 
primarily pertain to the efficiency or effectiveness of the operations of the organization but are not relevant 
to financial reporting." 
  
This exclusion of issues, which affect the “effectiveness, and efficiency of a company’s operation” can 
have a dramatic affect on the scope of the work required to assess an organization’s internal controls in 
the area of Information Technology General Controls and the resulting costs.  
  
The exclusion of effectiveness and efficiency allows us to eliminate some elements of the Information 
Technology environment from our Sarbanes-Oxley assessment such as how a program is developed or 
how the operations division of Information Technology provides service to their customers. To be sure, 
these are important issues to Management but relate primarily to the efficiency or effectiveness of the 
organization and, therefore, are not required to be assessed for compliance based on SEC Ruling 33-
8328. 
  
In terms of the Information Technology framework, CobiT, this exclusion of effectiveness and 
efficiency reduces the high-level control objectives required to be assessed from thirty-four separate 
objectives to those twelve, which relate primarily to the information criteria of Confidentiality, Integrity, 
Availability, Compliance and Reliability.  Based on this logic, following are the resulting CobiT high-
level control objectives that may require assessment based on relevance to Sarbanes-Oxley.  Risk 
associated with the issuing organization may further reduce the control objectives required. 
  


