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BACKGROUND AND OBJECTIVE
The Public Company Accounting Oversight Board (PCAOB) has identified the
enhancement of information technology (IT) governance as a priority in each of its
strategic plans since 2007. The Board has sought to ensure and demonstrate careful
stewardship over its IT resources through formal processes that provide for appropriate
prioritization, funding, and oversight of new and continuing projects. At $24.4 million, IT
represents about 12 percent of the Board’s 2011 budget and is the second-largest
program area. Since its inception in 2003, the Board has programmed almost $200
million for IT. As such, the Office of Internal Oversight and Performance Assurance
(IOPA) conducted this review to determine whether PCAOB’s Office of Information
Technology (OIT’s) governance and staffing models were adequately supporting the
Board’s strategic objectives.1/

RESULTS IN BRIEF
False starts, missteps, and abandoned initiatives by the OIT had left the Board
without fundamental, industry-standard controls to ensure that its IT investment was
efficient, effective, and aligned with its strategic goals. OIT had not formally adopted a
governance framework, maintained an up-to-date IT strategic plan, completed an
enterprise architecture,2/ or benchmarked its spending and staffing against industry best
1/

This is a public summary of the report. The full report, prepared in
accordance with Government Auditing Standards, has been issued to the Board. The
full report includes a detailed discussion of the review objective, scope, and
methodology.
2/

Enterprise architecture is the discipline of capturing information about the
organization to support strategic planning, guide information technology investments,
promote better utilization of enterprise resources, and minimize redundancies and
waste.
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practices. The absence of these controls fostered dysfunction and a widespread lack of
trust between the PCAOB’s business units3/ and OIT.
Recent high-profile projects illustrate, in our judgment, risks associated with lessthan-optimum IT governance and control.


PCAOB Web Site Redesign OIT deployed the redesign in 2010, rather
than 2008 as originally anticipated. Business owners of the website
expressed dismay that, despite the long delay, 65 significant deficiencies
still needed to be fixed after deployment. Initial cost estimates for the
project ranged from $150,000 to $205,000. Project costs later increased
tenfold, to $1.77 million.



Registration, Annual and Special Reporting (RASR) OIT also rolled out
this project 2 years later than originally planned. The business owner told
IOPA that, throughout the project’s lifecycle, she lacked visibility over cost
data. Documents we reviewed indicated that cost estimates for RASR
increased from just over $1 million in late 2007, to about $1.8 million in
2009. Actual costs were about $3.1 million when the system was
deployed in 2010.



Audit Risk Information Architecture (ARIA) The Director of the PCAOB’s
Office of Research and Analysis (ORA) described ARIA as a cornerstone
in the Board’s efforts to capture, analyze, and utilize information from
public sources, and to synthesize that information with data uniquely
available to the PCAOB. The Director acted to hire ORA staff with IT
expertise and to directly manage the project’s $3.1 million estimated costs.
In essence, the Director sought to create elements of a separate IT
infrastructure within ORA because he was not confident in OIT’s ability to
effectively manage ARIA’s development and delivery.

Other examples, cited in the full report, further illustrate a breakdown in
confidence between PCAOB divisions and offices, and OIT.
IT best practices for organizations include developing governance frameworks
that align IT efforts with the organization’s needs. To support this alignment,
organizations should have IT strategic plans and an enterprise architecture. Also, most
companies benchmark their IT budgets to help ensure that operations are efficient
3/

In this report “business units” refers to the offices and divisions of the
PCAOB. For example, the Office of Chief Auditor would be considered a business unit.
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relative to similarly-sized or -situated organizations. Despite a number of initiatives in
some of these areas over the last several years, the PCAOB had made little progress in
implementing these IT best practices.
OIT has had several false starts in establishing a governance structure, dating at
least to 2004. At the time of our review, a draft “white paper” on governance had been
prepared, but it had not been formally adopted, widely communicated, or reflected in the
2012 IT budget process. Similarly, OIT had previously attempted to implement strategic
planning. An IT strategic plan was developed in 2008, but had not been updated since.
In 2006, OIT initiated an effort to develop an enterprise architecture. This effort
was abandoned shortly thereafter. While ORA’s ongoing ARIA project represents, in
our view, progress toward aspects of an enterprise architecture, OIT had not developed
organization-wide architecture policies and guidelines or completed efforts to document
its IT systems as part of its baseline enterprise architecture.
OIT had not used formal benchmarking to evaluate its spending or staffing. A
review of published benchmarks suggested that the PCAOB invests more in technology
than other organizations on a per-employee and budget, or revenue dollar basis. Thus,
benchmarking could be a useful tool in an overall effort to enhance OIT’s role and
strategy in support of the PCAOB’s mission.
OIT failed to implement best practices in these areas despite recommendations
made by consultants hired by the Board in 2007 and 2008. Moreover, IOPA reports
issued in 2004 and 2006 criticized OIT’s overall strategy as unclear and noted
significant concerns regarding governance and product delivery. In those reports, IOPA
noted, among other issues, that OIT’s business unit customers were not sufficiently
involved in requirements development, lacked transparency over how technology
projects were selected and prioritized, and did not know how much the projects cost.
Action to implement recommendations from these prior reviews was limited. In addition,
a number of the senior staff within OIT told IOPA that OIT lacks direction, has lost the
confidence of its customers, and is overstaffed. They described a culture resistant to
change in which efforts at reform, such as the introduction of a more rigorous project
management approach, lack top-level commitment.
The full report included 13 recommendations to the Chief Administrative Officer
(CAO) aimed at addressing these longstanding concerns.
The CAO and Chief
Information Officer provided a consolidated response to a draft of the report. The
response generally concurred with all of the recommendations, but stated that additional
context and explanation was needed to provide a balanced view of the current state of
IT and the progress that had been made.

